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7 Key Elements of a 
System Security Plan (SSP) 

Information provided by Security Vitals

for NIST SP 800-171 and CMMC 

Risk Assessment
It is important to provide a status of the assessment to indicate if it is underway 
(with a planned completion date) or completed with a detailed mitigation status. 
Listed below are the details that should be part of any assessment:

APPLICABLE LAWS & 
REGULATIONS IMPACTING PLAN 
Description of the specific laws or 
regulations included in the plan. 

SECURITY CONTROLS INCLUDED 
A listing of the baseline controls 
included in the assessment plan.

MINIMUM REQUIRED CONTROLS  
A listing and high-level status 
(compliant/non-complaint) of the 
controls included in the plan.

STATUS OF SECURITY 
CONTROLS BY GROUP 
Detailed breakdown of individual 
control groups that list each control 
and provide a detailed status on the 
disposition of the control.

Work with Security Vitals
The DOD requires all contractors to submit accurate assessment details and has 
utilized the False Claims Act to discipline organizations caught submitting 
misleading or false information.

Since 2016, Security Vitals has helped organizations implement the process and 
technology necessary to meet NIST 800-171 and CMMC requirements; ultimately 
helping them retain and secure government contracts. Our team can help with 
assessments, scoring details, and development of a SSP. 

BE CMMC COMPLIANT
Work with Security Vitals: 
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